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Secure Payment 
Confirmation 
in Europe. 



Online payment growth. 
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In 2022 

• 91% of people aged 16 to 74 in the EU 

had used the internet and 75% of whom 

had bought or ordered goods or 

services online and this trend

continues to  increase.

• In 2022 the share of online payment

in value was 28% (up from 14% in 

2021). Important growth.

• Web application represent the main

channel for electronic commerce.

Source: eurostat

Source: European e-commerce report 2022

Source: eurostat
Source: researchandmarkets
Source: ebc

https://ec.europa.eu/eurostat/fr/web/products-eurostat-news/w/ddn-20230228-2
https://ecommerce-europe.eu/wp-content/uploads/2022/06/CMI2022_FullVersion_LIGHT_v2.pdf
https://ec.europa.eu/eurostat/fr/web/products-eurostat-news/w/ddn-20230228-2
https://www.researchandmarkets.com/report/europe-mobile-payment-market?utm_source=GNE&utm_medium=PressRelease&utm_code=d36pr3&utm_campaign=1929426+-+Europe+Mobile+Payments+Market+Set+for+Explosive+Growth%2c+Projected+to+Reach+USD+291.47+Billion+by+2028&utm_exec=kamumsai
https://www.ecb.europa.eu/stats/ecb_surveys/space/html/ecb.spacereport202212~783ffdf46e.en.html


Online payment fraud.
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Fraud management 
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New type of fraud

SCA/PSD2 regulation reduced the CNP fraud rate over past

years.

Consequently fraudsters adapted their methods for 

authorized fraud leveraging mostly on phishing. This type of 

card not present fraud is increasing and expected to increase

even more.

Example of such increasing innovative attack is One Time 

Passcode (OTP) bypass using phishing attack. 0
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Phishing is the 1st type of attack.

Source: Cybersrouce

Source: European central bank

Source: European payment council

Source: VISA 2023

Source: OSMP

https://www.cybersource.com/content/dam/documents/campaign/fraud-report/global-fraud-report-2023-en.pdf
https://www.cybersource.com/content/dam/documents/campaign/fraud-report/global-fraud-report-2023-en.pdf
https://www.ecb.europa.eu/press/pr/date/2023/html/ecb.pr230526~f09bc3c664.en.html
https://www.ecb.europa.eu/press/pr/date/2023/html/ecb.pr230526~f09bc3c664.en.html
https://www.ecb.europa.eu/press/pr/date/2023/html/ecb.pr230526~f09bc3c664.en.html
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2023-12/EPC181-23%20v1.0%202023%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2023-12/EPC181-23%20v1.0%202023%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2023-12/EPC181-23%20v1.0%202023%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf
https://usa.visa.com/content/dam/VCOM/regional/na/us/support-legal/documents/visa-pfd-biannual-threats-report.pdf
https://www.banque-france.fr/fr/publications-et-statistiques/publications/rapport-de-lobservatoire-de-la-securite-des-moyens-de-paiement-2022


Online payment abandonment. 
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Abandonment problem

Adding friction to reduce fraud leads to 

abandonment, therefore improving

frictionless authentication is a high

priority. 

Example: 11% drop in conversion rates

due to Out Of Band (OOB) authentication.

Data collection is limited by browsers 

and privacy protection is governed by 

European regulation.

2021

Source: Stripe

Source: Forter

Source: Mastercard

https://stripe.com/en-fr/newsroom/news/stripe-launches-delegated-authentication
https://www.forter.com/blog/the-real-impact-of-psd2/
https://www.mastercard.com/content/dam/public/mastercardcom/gateway/payment-solutions/other/Cart_abandonment_EMV_Social_v0.2.pdf


The industry is looking for 
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Better UX with low friction

Strong authentication

Data collection

Fraud mitigation

Privacy protection



Secure Payment Confirmation. 
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Web Payment 

Security Interest 

Group (W3C + FIDO 

+ EMVCo)

• 80 participants

• 31 organizations

Web Payment 

Working Group 

(WPWG)

• 114 participants

• 28 organizations

Authentication in W3C groups.

Web 

Authentication 

Working Group

• 111 participants

• 37 organizations
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Secure Payment Confirmation. 
A powerful solution for the industry

Phishing and scams proof

• Relying on Fido technology.

• Transaction information 

display by the browser.

• Data signature without an 

intermediary

SCA compliant

• 2 authentication factors 

(inherence + possession) with 

Fido.

• Dynamic linking of the 

authentication to the 

transaction context.

• Cryptographic evidence of 

user consent.

Reduce user friction and 

contribute to reduce 

authentication abandonment

• Low friction

• No user redirection;  

Accessible by a third party 

within an iframe.

• Faster than OTP (3X)

• Unified experience

Source: SPC explainer

Source: SPC spec

Fraud mitigation Strong authentication

Privacy protection

Better UX 

Low frictionData collection

https://github.com/w3c/secure-payment-confirmation/blob/main/explainer.md
https://github.com/w3c/secure-payment-confirmation/blob/main/explainer.md
https://www.w3.org/TR/secure-payment-confirmation/


Online payment share.
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Card 
51%

PSP / wallet
26%

Credit transfert
6%

Other
17%

2022 number of payments

Card

PSP / wallet

Credit transfert

Other

Majority of online payments in Europe are 

done with a card.

As the volume of payment card purchases 

made via the Internet continues to grow, so 

too do the attempts of Card Not Present (CNP) 

fraud.

Source: European Central Bank (EBA)

Source: european payments council

https://www.ecb.europa.eu/stats/ecb_surveys/space/html/ecb.spacereport202212~783ffdf46e.en.html
https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2023-12/EPC181-23%20v1.0%202023%20Payments%20Threats%20and%20Fraud%20Trends%20Report.pdf


SPC - Industry adoption and interest. 
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EMV 3DS 2.3.1 (H2 24)

Enable the issuer to 

authenticate the 

consumer leveraging on 

a card scheme network. 

EMV 3DS is used to 

perform SCA in Europe

EMV SRC

Enable a consumer to 

select a payment 

instrument, and related 

info, managed by card 

schemes during an 

electronic checkout. 

Card industry (major payment instrument in Europe)

Delegated 

authentication

Allows merchants/PSP 

to apply SCA and verify 

transactions in place of 

issuers.

EMV Tokenization

enables a 

payment token to be 

used in a payment 

transaction.

Source: European central bank

https://www.ecb.europa.eu/press/pr/stats/paysec/html/ecb.pis2022~8bb6cc08f4.en.html
https://www.ecb.europa.eu/press/pr/stats/paysec/html/ecb.pis2022~8bb6cc08f4.en.html
https://www.ecb.europa.eu/press/pr/stats/paysec/html/ecb.pis2022~8bb6cc08f4.en.html


Secure Payment Confirmation.
Industry adoption and interest. 
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Open banking

allows third-party to 

access financial data in 

traditional banking 

systems through 

application programming 

interfaces (APIs). 

ISO 20022

The European Cards 

Stakeholders Group 

works on developing 

and maintaining the 

SEPA Cards 

Standardisation

Account to account payment industry

Swift

(Society for Worldwide 

Interbank Financial 

Telecommunications)

supports most 

international money and 

security transfers.

Source: Stripe

Source: W3C

Source: ECSG

https://stripe.com/en-fr/resources/more/open-banking-explained#:~:text=Open%20banking%20is%20a%20financial,data%20is%20shared%20and%20accessed.
https://www.w3.org/blog/2020/payments-and-authentication-driving-toward-a-whole-greater-than-parts/
https://www.ecb.europa.eu/paym/groups/erpb/shared/pdf/16th-ERPB-meeting/European_Cards_Stakeholders_Group_status_report_on_cards_standardisation.pdf
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Discover more about how
Fime can help your business.
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• Email
jean-luc.dimanno@fime.com

• Telephone
+33 1 41 98 48 20

• Address
France
Fime Headquarters
Immeuble Antony Parc 1
2-4-6, Place du General de Gaulle
92160 Antony - France


