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Forward looking statements and disclaimer
This presentation may contain forward-looking statements within the meaning of the U.S. Private Securities Litigation Reform Act of 1995. These statements can be identified by the 
terms “objective,” “goal,” “strategy,” “opportunities,” “continue," “can,” "will" and other similar references to the future. Examples of such forward-looking statements may include, but 
are not limited to, statements we make about our corporate strategy and product goals, plans and objectives. By their nature, forward-looking statements: (i) speak only as of the date 
they are made, (ii) are neither statements of historical fact nor guarantees of future performance and (iii) are subject to risks, uncertainties, assumptions and changes in circumstances 
that are difficult to predict or quantify. Therefore, actual results could differ materially and adversely from those forward-looking statements because of a variety of factors, including the 
following: macroeconomic and industry factors such as currency exchange rates, global economic, political, health and other conditions, competitive pressure on customer pricing and in 
the payments industry generally, material changes in our customers' performance compared to our estimates; systemic developments such as disruption of our transaction processing 
systems or the inability to process transactions efficiently, account data breaches involving card data stored by us or third parties, increased fraudulent and other illegal activity involving 
our cards; and the other factors discussed under the heading "Risk Factors” in our most recent Annual Report on Form 10-K and our most recent Quarterly Reports on Form 10-Q. You 
should not place undue reliance on such statements. Unless required to do so by law, we do not intend to update or revise any forward-looking statement, because of new information 
or future developments or otherwise.

Studies, survey results, research, recommendations, and opportunity assessments are provided for informational purposes only and should not be relied upon for marketing, legal, 
regulatory or other advice. Recommendations and opportunities should be independently evaluated in light of your specific business needs and any applicable laws and regulations. Visa 
is not responsible for your use of any studies, survey results, research, recommendations, opportunity assessments, or other information, including errors of any kind, or any 
assumptions or conclusions you might draw from their use. Except where statistically significant differences are specifically noted, survey results should be considered directional only.

All brand names and logos are the property of their respective owners, are used for identification purposes only, and do not imply product endorsement or affiliation with Visa.

This material shall not constitute a Submission, as defined and used in the W3C Patent Policy and Process Document.

The timing of widespread availability of programs and functionality is also subject to a number of factors outside Visa’s control, including but not limited to deployment of necessary 
infrastructure by issuers, acquirers, merchants and mobile device manufacturers. This presentation includes programs, concepts and details under continuing development by 
Visa.  Depictions may be illustrative only and capabilities and features may require development, implementation and resources by you based on your business and operational 
details.  Participation, prototyping or collaboration activities are subject to Visa’s additional terms and conditions.  Any Visa features, functionality, implementation, branding, and 
schedules may be amended, updated or canceled at Visa’s discretion.  In addition, certain existing features are not available in all countries. 

Participation in programs and services are subject to Visa’s terms and conditions in program participation agreements and associated documentation. Visa does not provide legal, 
regulatory, tax or financial advice;  you are responsible for conducting your own legal and regulatory due diligence, analyses and compliance.  For avoidance of doubt, no exclusivity is 
provided by Visa to you associated with the information, concepts or materials related to this discussion.
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SPC provides an enhanced FIDO user experience compared to standard WebAuthn 

Better for merchants
• No user redirection; 

Accessible by a third 
party without an iframe

Better for consumer
• Less friction, faster

Better for Issuers
• SPC enables RP to 

validate credentials 
without disrupting the 
merchant checkout 
process thereby 
increasing adoption 
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• Visa is piloting SPC to obtain implementation experience with 
the SPC Candidate Recommendation 

• The pilots cover the payment use case with 3DS and with 
merchant initiated SPC where the issuer is the relying party

• The objective is to obtain feedback on any barriers that would 
prevent SPC from scaling globally from the consumer and 
technical perspectives

• Pilot 1 - PLUSCARD is participating (issuer processor) along with 
Sparkasse Neunkirchen (issuer) and  DKB (issuer).  On the PSP 
side, Amys-IT (Germany) is participating along with a merchant, 
Tariso.  Netcetera is providing 3DS 2.3.1.1 components and FIDO 
server

• Pilot 2 - S-Pankki (issuer) is participating.  Entersekt is providing a 
3DS 2.2 components with a Visa custom extension along with a 
FIDO server

Visa is currently conducting production pilots of  SPC with 3DS in the EU

4©2024 Visa. All rights reserved. Visa Confidential
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SPC  Pilot : Technical Feedback (1/2)

1. SPC support via an EMV 3DS v2.2 message extension is feasible and was successfully 
implemented in production.  Implementation effort is straight forward:

— Assuming the issuer has implemented support for SPC flow in v2.3.1.1, translating support for 
that to v2.2 SPC message extensions should be straightforward. The same should be true if 
issuers implement support on v2.2 first, then switch to v2.3.1.1.

— Implementing merchant support for SPC  should also be straightforward, but it can be made 
even easier if PSPs/3DSS providers can provide an API that merchants can call

— Implementing RP operations from scratch is a big effort for issuers/ACS operators. There is a 
space here for FIDO server providers to make adoption easier

2. It will be difficult to have wide-spread adoption of SPC authentication given the current support 
levels of the different OS’s (Windows, Mac, Android, but not iOS/iPadOS) and browsers (only 
Chrome and Edge). Additionally, there have been issues encountered on Android devices in 
general and on specific Android device models/OS versions.

3. Will SPC be able to make use of the proposed new error codes under Explainer: New Error Codes 
(2024 Edition)? These codes would provide valuable signals to the ACS/RP 
(https://github.com/w3c/webauthn/wiki/Explainer:-New-Error-Codes-(2024-Edition) ).

https://github.com/w3c/webauthn/wiki/Explainer:-New-Error-Codes-(2024-Edition)
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SPC Pilot : Technical Feedback (2/2)

4. To support card life cycle management, it would be helpful to have an API that would allow RPs 
to "signal" credential/passkey providers which credential to delete: 
https://github.com/w3c/webauthn/wiki/Explainer:-WebAuthn-Signal-API-explainer

5. Given RP’s/ACS providers have no prior indicator over the presence/absence of credentials on a 
device, RP’s/ACS providers will need to devise their own strong device/browser ID mechanisms 
to prevent a poor user experience

6. Server side WebAuthn libraries are now gradually working on SPC support (e.g. 
https://github.com/Yubico/java-webauthn-server/issues/285 on Yubico's java-webauthn-
server, and https://github.com/go-webauthn/webauthn/issues/123 for the go-webauthn 
library), suggest encouraging developers of server side WebAuthn libraries to support SPC.

7. It seems contradictory that while passkeys can be synced across devices, the SPC third party 
payment bit (indicator that the credential is an SPC credential) is still fixed to the browser, at 
least on Chrome desktop. Suggest developing consensus on how the third party payment bit 
should be stored (i.e. OS?)
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• Do participants feel comfortable with the SPC process? What 
questions do they have?  

• Do participants know the roles that the merchant, browser, 
issuer, and card network play in the SPC process? Are they 
comfortable with it, based on their understanding? 

• Do participants feel comfortable with enrollment? 
• After enrolling, do participants know that the credential can 

be used with that PAN, device, and browser at any 
accepting merchant? 

• How do participants feel about the enrollment process? Is it 
quick and intuitive? 

• Do participants want any additional information during 
authentication?  

• Is the information shown clear? 
• How do participants think error messages should appear when 

authentication fails?  
• Do participants think SPC is ready for consumer testing? 

Research Objectives
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What we’ve heard so far…
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I'd most likely enroll for SPC whenever I have the 
option to as the authentication process is faster 

and easier than any other method.
— PLUSCARD employee
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‘’SPC will definitely add value to whole payment ecosystem, as it 
removes friction of authentication-process and reduces abandonment. 
I truly believe that SPC will improve the competitiveness of card-based 

payments in emerging payment market.’’.
— S-Pankki employee
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UI Dialog Options
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UI Dialog options shown to participants
UI Dialog

Note: Chrome design team supported UI 
A/B testing by creating a prototype that 
allows switching the SPC UI displayed.  In 
the B option the network and issuer logos 
are aligned with the EMVco UX/UI design 
guidelines

https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2F3ds-ux-guidelines.emvco.com%2Fbranding%2F&data=05%7C02%7Cdfisher%40visa.com%7Ce4ca7e426e204e10266c08dca5144b5e%7C38305e12e15d4ee888b9c4db1c477d76%7C0%7C0%7C638566753803980324%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=YYZzos3k4J0y6Fq%2BpXvINgk0k9ggzta5WtKfYYCr%2F3Y%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2F3ds-ux-guidelines.emvco.com%2Fbranding%2F&data=05%7C02%7Cdfisher%40visa.com%7Ce4ca7e426e204e10266c08dca5144b5e%7C38305e12e15d4ee888b9c4db1c477d76%7C0%7C0%7C638566753803980324%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=YYZzos3k4J0y6Fq%2BpXvINgk0k9ggzta5WtKfYYCr%2F3Y%3D&reserved=0


13
©2024 Visa. All rights reserved. 

Not a W3C Submission

Feedback on UI Dialog Options

Initial preference

Clearest

Most trustworthy

Favorite

Clearly shows that 
authentication is 
done by the issuer

A (Current) Not SureB C

UI Dialog
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Most participants preferred option B
“Because I see the Sparkasse logo and the familiar Screen from 3DS” 
– PLUSCARD employee

“Logo of issuer and Verified by issuer should raise level of trust” 
– PLUSCARD employee

“I prefer seeing The S-Pankki logo on the top of The screen to build 
trust and show bit more S-Pankki look & feel.” – S-Pankki employee

Initial preference

A (Current) Not SureB C

UI Dialog
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Participants shared ideas for improvement …

A (Current) Not SureB C

Favorite

“Show the device name entered by the cardholder during enrollment” – PLUSCARD 
employee

“Text instructions could be more clear”
– S-Pankki employee

“Verify -button should be the first one from the left” 
– S-Pankki employee

“To continue, use Touch ID” is potentially confusing as what the consumer has enabled 
on device won’t be known.  Also. currency notation  unusual with “USD” and “$” 
- Visa employee

UI Dialog

Note: 
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