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Background

New Trends in the RTC Industry

Expanding overseas business Web is the most important platform Security and compliance by design Diverse application scenarios
overseas is required by foreign laws create diverse requirements on

web infrastructure



B Case 1: E2E Encryption

Providing reliable transmission network

® Encrypt and decrypt media by end device to protect privacy
® User data could not be decrypted by RTC service provider

Encrypted media
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SD-RTN

Encryption Key
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Security Management Platform

Decryption Key




B Case 1: E2E Encryption

Requirements:

® Provide interface to grab encoded media data
® Provide high performance encryption/decryption component

® Provide interface to write back transformed media data

HBH

Encryption per packet
E2E yp perp

Encryption per frame

¢ WebRTC

s

Web Browser /
Camera Audio/Video AEC/AGC/ANC Segmentation | Packets Paced Sender
Microphone Frames Image Enhancement Packetization
\_
SRTP / UDP / DTLS
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Case 1: E2E Encryption

K‘ KLEN ‘ c ‘ CLEN| Key ID Counter

Secure Frame (SFrame)

End-to—end encryption and authentication mechanism for media frames
Compatible with RTP & non—-RTP media transport
Reduce bandwidth overhead by adding encryption overhead only once per

media frame, instead of once per packet.

Encrypted Data

A 4

Authentication Tag

Encrypted Portion Authenticated Portion —

Workgroup: Network Working Group

Internet-Draft: draft-ietf-sframe-enc-04 HBH

Published: 22 October 2023 Encode Packetize Protect

Intended Status: Standards Track

Expires: 24 April 2024

. . . SFrame SFrame
Authors: E.Omara ). Uberti S. Murillo R.L.Barnes, Ed. Y. Fablet Protect Protect
Apple Google CoSMo Software  Cisco Apple Alice (per-frame) (per-packet)
A A
Secure Frame (SFrame) I
E2E Key HBH Key Media
—— Management — Management Server
Abstract
This document describes the Secure Frame (SFrame) end-to-end encryption and authentication mechanism
g f . s E 4 g g . v \4
for media frames in a multiparty conference call, in which central media servers (selective forwarding units or SFrame SFrame
SFUs) can access the media metadata needed to make forwarding decisions without having access to the Unprotect Unprotect
. (per-frame) (per-packet)
actual media.
The proposed mechanism differs from the Secure Real-Time Protocol (SRTP) in that it is independent of RTP l . l HBH
Decode Depacketize Unprotect |«

(thus compatible with non-RTP media transport) and can be applied to whole media frames in order to be Bob
more bandwidth efficient.




B Case 1: E2E Encryption

SFrameTransform

Spec: https://www.w3.org/ TR/webrtc—encoded—transform/

typedef (SErameTransform or RICRtpScriptTransform) RTCRtpTransform;

// New methods for RTCRtpSender and RTCRtpReceiver
partial interface RICRtpSender {
attribute RTCRtpTransform? transform;
13
partial interface RICRtpReceiver {
attribute RTCRtpTransform? transform;
13

II Encoded

Frames

—[ RTCRtpSender ]\

tEncryption
[ SFrameTransform ]4//_

enum SFrameTransformRole {
“encrypt",
"decrypt”
i
dictionary SFrameTransformOptions {
SFrameTransformRole role = "encrypt";
i

typedef [EnforceRange] unsigned long long SmallCryptoKeyID;
typedef (SmallCryptoKeyID or bigint) CryptoKeyID;

[Exposed=(Window, DedicatedWorker)]

interface SFrameTransform : EventTarget {
constructor(optional SErameTransformOptions options = {});
Promise<undefined> setEncryptionKey(CryptoKey key, optional CryptoKeyID keyID);
attribute EventHandler onerror;

1

II Encoded

Frames

/[ RTCRtpReceiver ]—

‘ Decryption
f\{ SFrameTransform ]
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B Case 1: E2E Encryption

web-platform-tests dashboard

Latest Run Recent Runs Interop 2024 '~

wpt / webrtc-encoded-transform

Insights Processor About

@ ) signin with GitHub

‘partly

firefox[experimental], safari[experimental]

Path

A

sframe-keys.https.html
sframe-transform-buffer-source.html
sframe-transform-in-worker.https.html
sframe-transform-readable.html
sframe-transform.html

Subtest Total

2Ce
Chrome 126
Linux 20.04
() 53ebab9
May 16, 2024

For information on the search syntax, view the search documentation

Showing 5 tests (11 subtests) in webrtc-encoded-transform from the latest master test runs for chrome[experimental], edge[experimental],

--g
L) by

Edge 126
Windows 10.0
) 53ebab9
May 16, 2024

LINK EDIT

A‘. & ’-f

Firefox 128 Safari 194 ereview
Linux 20.04 macOS 13.6
¢) 53eba69 ) 53ebab9
May 16, 2024 May 16, 2024
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B Case 1: E2E Encryption

Partly testable on Safari with feature flag enabled

Functionalities not ready

: ’ it na -
[ ] Feature Flags
7 o

& 0y @ Q 8 06 & & B % )

| General Tabs AutoFill Passwords Search Security Privacy Websites Profiles Extensions Advanced Developer Feature Flags
Q SFrame o
Media
WebRTC SFrame Transform API Testable

WebKit Bugzilla
Bug 218752: Add a WebRTC SFrame transform

T E—

Home

eoe M - Not Secure — wpt.live e h +

Summary

Harness status: OK

2] | Reports | Requests | Help | New Account | Log In | Forgot Password

Bug List: (405 of 469) |« First Last »| « Prev Next » Show last search results

Bug 218752
Summary: Add a WebRTC SFrame transform

Status: RESOLVED FIXED Reported: 2020-11-10 07:16 PST by youenn fablet
Modified: 2020-11-16 10:22 PST (History)
None CC List: 20 users (show)

WebKit

WebRTC (show other bugs)
WebKit Local Build
Unspecified Unspecified

See Also:

P2 Normal
youenn fablet

InRadar

Depends on: 218751
Block:

Show dependency tree / graph

Rerun
Found 6 tests
@3 Pass
©3 FaL
Details
Result Test Name Message
v Asserts run
Pags 255ert_throws_dom("InvalidStateBrror”, function "() => send:
Pass Cannot reuse attached transforms / heml:22:22
Pass 88sert_throws_dom("InvalidStateError’, function "() => rece
Jweb: ded s rm.html:23:22
v Asserts run
Pags 8ssert_true true)
Pass SFrameTransform exposes readable and AS html:35:16
writable
assert_true(true)
PAss %) ger ded html:36:16
Pass readable/writable are locked when attached and
after being attached > Asserts run
promise_test: Unhandled rejection with value: object "TypeError:
is not an object ing 'crypto.subtle.ii rtKey')"
get_stackehttp: //upt.live/resources/testharness. js:4544:30
N . i //wpt.live 35:4537:31
Fai SFrame with array buffer - size 10 //wpt.live, 521:37
/wpt . live/resources/testharness. j
/wpt.1live/resources/testharness
@http://wpt.live/resources/testharness. js:2669:40
» Asserts run
promise_test: Unhandled rejection with value: object "TypeError:
undefined is not an object (evaluating 'crypto.subtle.importkey')"
get_s / fpt. Live 35:4544:30
SFrame decryption with array buffer that is too i //fwpt. Live Js:4537:31
FaiL small VP! Y p://wpt. i 3s:4521:37
@http://wpt.live/resources/testharness.js:764:35
@http://wpt.live/resources/testharness 622:30
@http://upt.live/resources/testharness. js:2669:40
» Asserts run
promise_test: Unhandled rejection with value: object "TypeError:
undefined is not an object (evaluating ‘crypto.subtle.importKey')"
get_stack@http: //wpt.live/resources/testharness. js:4544:30
FaL SFrame transform gets errored if trying to /. §8:4537:31

process unexpected value types

@http://upt.live/resources/testharness
@http://upt.live/resources/testharness
@http://upt.live/resources/testharness.js:

» Asserts run




B Case 1: E2E Encryption

RTCRtpScriptTransform

Spec: https://www.w3.org/ TR/webrtc—encoded—transform/

typedef (SErameTransform or RICRtpScriptTransform) RTCRtpTransform;

// New methods for RTCRtpSender and RTCRtpReceiver
partial interface RICRtpSender {
attribute RTCRtpTransform? transform;
i5
partial interface RICRtpReceiver {
attribute RTCRtpTransform? transform;
i5

partial interface RICRtpSender {
Promise<undefined> generateKeyFrame(optional sequence < ing> rids);
i5

[Exposed=DedicatedWorker]
interface RTCTransformEvent : Event {

};

readonly attribute RTCRtpScriptTransformer transformer;

partial interface DedicatedWorkerGlobalScope {

}i

attribute EventHandler onrtctransform;

[Exposed=DedicatedwWorker]
interface RTCRtpScriptTransformer : EventTarget {

}i

// Attributes and methods related to the transformer source
readonly attribute ReadableStream readable;

Promise<unsigned long long> generateKeyFrame(optional DOMString rid);

Promise<undefined> sendKeyFrameRequest();

// Attributes and methods related to the transformer sink
readonly attribute WritableStream writable;

attribute EventHandler onkeyframerequest;

// Attributes for configuring the Javascript code
readonly attribute any options;

[Exposed=Window]
interface RTCRtpScriptTransform {
constructor(Worker worker, optional any options, optional segquence<object> transfer);

};
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B Case 1: E2E Encryption

E2E encryption with RTCRtpScriptTransform and Web Crypto API

ReadableStream

|
postMessige Encryption
RTCRtpScriptTransform _——— _I -_— RTCRtpScriptTransformer RTCRtpScriptTransform | wwwh C\x:'t’o
— RTCRtpSender I
| WritableStream |
II Encrypted
1 Frames
e e e e e e e e e e e = =
1
1
|
L
I r
el
I 1 05} Web Workers
v |

II Encrypted
1 Frames
I ReadableStream \
postMessige Decryption b
RTCRtpScriptTransform —— == RTCRtpScriptTransformer RTCRtpScriptTransform | wwh e

1 Crypto
———— RTCRtpReceiver J

WritableStream | /-




Bl Case 2: Digital Rights Management

Traditional DRM for CDN one-way media

Content Packager

LICENSE | DRM
= o License
L)

=

..... _.@

DRM License Delivery Server

Aol
010109

101 ofM

010 |

Desktop

Browser

cDM N
wod WIDEVINE | %

- o o o o o o o o Em



Bl Case 2: Digital Rights Management

WebRTC Extended Use Cases

Case: Live encoded non-WebRTC media

N40 An application can create an outgoing WebRTC connection without activating an encoder.
N41 An application can create encoded video frames from encoded data and metadata, and enqueue them on an outgoing WebRTC connection
N42 The WebRTC connection can generate signals indicating the desired bandwidth, and surface those to the application.

Case: Transmitting stored encoded media

N41 An application can create encoded video frames from encoded data and metadata, and enqueue them on an outgoing WebRTC connection

N42 The WebRTC connection can generate signals indicating the desired bandwidth, and surface those to the application.

N43 The application can modify metadata on outgoing frames so that they fit smoothly within the expected sequence of timestamps and sequence numbers.

N44 The application can signal the WebRTC encoder when resuming live transmission in such a way that generated frames fit smoothly within the expected sequence of

timestamps and sequence numbers.

Case: Decoding pre—encoded media
N45 An application can create an incoming WebRTC connection to accept frames as if they were coming in over RTP, without creating an RTP transprort.
N46 An application can create encoded video frames from encoded data and metadata, and enqueue them on an incoming WebRTC connection.

N47 The WebRTC connection can generate signals indicating demands for keyframes, and surface those to the application.


https://www.w3.org/TR/webrtc-nv-use-cases/

Bl Case 2: Digital Rights Management

DRM requirements for WebRTC one-way media:

® Transmitting stored pre—encoded media as part of the WebRTC RTP session
® Decrypting media with CDM, and decoding pre—encoded media with MSE.

Encrypted
Pre-Encoded
Media

2

WebRTC

v
Encoded Segmentation
Frames Packetization

Packets

Audio/Video
Frames

AEC/AGC/ANC
Image Enhancement

Input Devices

Encoder Paced Sender

WebRTC

Packets
Post-Processing ]4—[ Decoder E:rca?::f Depacketizer ]1—[ Jitter Buffer ]

Audio/Video
Frames

Output Devices

D
=

A 4

Encrypted
[ HTMLMediaElement MSE Pre-Encoded
@\Frames
Decrypted
Pre-Encoded T
2 Frames

cb™M

6




Bl Case 2: Digital Rights Management

Current DRM solution for WebRTC

?a‘ (}g‘:" Web Workers

RTCRtpSender ReadableStream

postMessage

RTCRtpScriptTransform | = == == = = RTCRtpScriptTransformer

—

TransformStream

WritableStream

—_
Source
Buffer
[ MediaSource ]4 —_ e e e e e e e e e e e e = = = ———

Fake
Frames

| | Encrypted
Frames

A4

=
a

l

¥
*!

e ——
setMediaKeys()

[ <video>




B Case 3: H265 RTC Supporting

HEVC/H.265 decoding support on Web

RN

*

Chrome Edge Safari Firefox Opera

Chrome Safari on® S £ g .
for afari on amsung L pera
IE Android i0S Internet CPpErz Mobile

12-18 [*1-12.1

4-106

07-124§179-123

il

&
&

125 124 17.5

427-128

26-128 17.6-TP

i

Supported only for devices with hardware support

Reported to work in certain Android devices with hardware support
Supported only on macOS High Sierra or later

Supported for all devices on macOS (>= Big Sur 11.0) and Android (>= 5.0) if
Edge >= 107, for devices with hardware support on Windows (>= Windows
10 1709) when HEVC video extensions from the Microsoft Store is installed
Supported for all devices on macOS (>= Big Sur 11.0) and Android (>= 5.0),

32-103 1% 5-20

PARYX!

S

24

17.6

for devices with hardware support on Windows (>= Windows 8), and for devices
with hardware support powered by VAAPI on Linux and ChromeOS

6. Supported for devices with hardware support (the range is the same as Edge) on
Windows in Nightly only. 10—bit or higher colors are not supported.

7. Supported for devices with hardware support (the range is the same as Edge) on
Windows only. Enabled by default in Nightly and can be enabled via the
media.wmf.hevc.enabled pref in about:config. 10—bit or higher colors are not supported.



B Case 3: H265 RTC Supporting

HEVC Encoding support on Web

Safari 13+ on Mac and |10S

® Chrome for Windows / Mac M109+; Chrome for Android M117+;
Experimental feature with switch: ——enable—features=FlatformHEVCEncoderSupport

@ Not supported

WebRTC HEVC Support

Experimental feature on Safari 14+
Not compatible with RFC 7798 Packetization

6 Chrome Canary 127

Experimental feature with switch: ——enable—features=FlatformHEVCEncoderSupport, WebRtcAllowH2655enad,
WebRtcAllowH265Receive —Tforce—fieldtrials=WebRTC-Video-H26xPacketBufter/Enabled

@ Not supported




B Case 3: H265 RTC Supporting

Solution 1: Remuxing RTP packets to HLS on Server

and0I1d>

——————————————— -~ ——
| | Native Client | Pros
I I
, Q SRR B R The architecture is relatively simple
@ Edg Server| I

-~ I~~
I ': &

~ (-:b— ——':--"'l'" 1 |
~L

dge Server

"I— , I_
‘ 1--—|-_- IHLS Sllce~®, I Packets

- I
-
=
— I

Web Edge Server

~

N——

The system has good compatibility

Cons

Not a real-time system

Poor resistance to weak network
Scenario

Good network quality, do not have strict real-time
requirements.



B Case 3: H265 RTC Supporting

Solution 2: Customized Browser with WebRTC H265 Support

Basic Video Call -- Agora @® X Basic Video Call --Agora @® X & WebRTC Internals XN + v = (=) X

webrtc-internals

]

(]

Basic Video Call - Agora ® X Basic Video Call - Agora ® X+

» Stats graphs for inbound-rtp (kind=audio, mid=1, ssrc=20000, [codec]=opus (111, minptime=10;sprop-stereo=1;stereo=1;useinbandfec=1), id=1T01A20000)
» Stats graphs for inbound-rtp (kind=video, mid=0, ssrc=40000, [codec]=H265 (112), id=1T01V40000)
» Stats graphs for outbound-rtp (kind=audio, mid=3, ssrc=2108528620, [codec]=opus (111, minptime=10;useinbandfec=1), id=0T01A2108528620)

c

& webdemo.agora.io

Congratulations! You can invite others join this channel by click here ¥ Stats graphs for outbound-rtp (kind=video, mid=2, ssrc=808828151, [codec]=H265 (112, x-google-min-bitrate=120;x-google-start-bitrate=1130), id=0T01V808828151)
packetsSent . [packetsSent/s] retransmittedPacketsSent [retransmittedPacketsSent/s]
AppID Token(optional) Channel SOk
L | [enter toke sss "

A

by M-vﬂﬂiﬂﬂ"ﬁ%

50

bytesSent 2 [bytesSent_in_bits/s] e headerBytesSent ____ [headerBytesSent_in_bits/s]

oM yoody nf-Mfﬁﬂ]’#f*

osM

.N,,,.nf\rﬂ'w‘"t@

retransmittedBytesSent [retransmittedBytesSent_in_bits/s] targetBitrate framesEncoded
_— 15M

remoteUser(1069228238)

[framesEncoded/s)] = keyFramesEncoded : totalEncodeTime v [totaIEncodeTime/framesEncoded_in_}r_ns]

kg

‘ I8 2 'A\"J‘“- .“‘.v"U—A“n w’f’




B Case 3: H265 RTC Supporting

Solution 2: Customized Browser with WebRTC H265 Support

WebRTC

H.265
HEVC

High Efficiency Video Coding

Pros

Pure web technical stack for developer
Compatible with existed WebRTC apps

Forward compatibility with future official Chrome browser

Cons

Higher technical maintenance costs
Extra efforts for client distribution

Scenario

Application environment under control in organization like company,
bureau, etc...



B Case 3: H265 RTC Supporting

Solution 3: Port RTC components to WebAssembly

SCTP/RTP/SRTP

WebRTC
DataChannel

WebCodecs
HEVC Decoder
H265
Decoder
Opus
Decoder

WA

Jitter Buffer

Insertable Streams

Video
Renderer

Audio
Renderer

Packets

Depacketizer

Features

® |Implement full downlink pipeline with WebAssembly. Including bandwidth estimation, jitter buffer, netEQ. video packetizer/depacketizer,
media codecs, media renderer.
® Media is transmitted with tuned WebRTC DataChannel

Insertable Streams _>©
WebAudio / WASM



B Case 3: H265 RTC Supporting

Protential Future Solution: WebRTC-RtpTransport API

A new proposal being discussed in WebRTC WG

Custom rate control (with built—in bandwidth estimate)

Custom bitrate allocation

Custom metadata (header extensions)

*  Custom RTCP messages

Srelser & WlaivE el e Custom RTCP message timing
*  RTP forwarding
WebRTC APIs is not sufficient, due to: +  Custom payloads (ML-based audio codecs)
»  Custom packetization
* Lack of support for custom metadata . Custorn FEC
* Lack of codec support
e Custom RTX
-. ‘ LLack of custom rate control . Customn Jitter Buffer
* Inability to support custom RTCP messages . Custom bandwidth estimate
(. J \




Case 4: Alpha Video Transmission

Scenario: Rendering characters onto virtual background

l Agora MediaPlayer Kit

i
S W

\
( ' 1 5
‘.f—' % ‘| i 3V | " pa 3
_«“ﬂm\h@&uw K

2020-7-27

Immersive online meeting Picture—in—picture presentation

Virtual interaction

¢

FL#I/1D: 5496786




B Case 4: Alpha Video Transmission

In WebRTC pipeline, alpha plane is ignored even if the encoder support alpha channel

I - > ¢ o s

n invite others join this channel by click here

AppID

Leave

localVideo(3923071036)

remoteUser(919989147)

Token(optional)

enter token

on't know what i your
heckout this

User ID(optional)
Enter the user ID

<@ libvpx_vp9_encoder.cc - Ct

X;

{Q> Chromium Code Search

chromium/src v >

Files Outline

! vp9

» include

b test

B DEPS

B libvpx_vp9_decoder.cc
B libvpx_vp9_decoderh
B libvpx_vp9_encoder.cc
B libvpx_vp9_encoderh
B svc_config.cc

B svc_config.h

B svc_config_unittest.cc
B vp9.cc

B vp9_frame_buffer_pool.cc

B vp9_frame_buffer_pool.h

o8 main ~

<1

libvpx_vp9_encoder.cc

2043
2044 // Prepare “raw_" from ‘mapped_buffer®.
2045  switch (mapped_buffer—>type()) { -
2046 case VideoFrameBuffer::Type::kI420: 615
2047 case VideoFrameBuffer::Type: :kI420A: { 616
2048 MaybeRewrapRawWithFormat (VPX_IMG_FMT_1420); 617
2049 const I420BufferInterfacex i420_buffer = mapped_buffer->GetI420(); 618
2050 RTC_DCHECK(i420_buffer); 619
2051 raw_->planes [VPX_PLANE_Y] = const_cast<uint8_t>(i420_buffer->DataY()); 620
2052 raw_->planes [VPX_PLANE_U] = const_cast<uint8_t#*>(1420_buffer->Datau()); 621
2053 raw_->planes [VPX_PLANE_V] const_cast<uint8_t*>(i420_buffer->DataV()); 622
2054 raw_->stride [VPX_PLANE_Y] i420_buffer->StrideY() 623
2055 raw_->stride [VPX_PLANE_U] 1420_buffer->StrideU( 624
2056 raw_->stride [VPX_PLANE_V] = i420_buffer->StrideV(); 625
2057 break; 626
2058 627
2059 case VideoFrameBuffer::Type::kNV12: { 628
2060 MaybeRewrapRawWithFormat (VPX_IMG_FMT_NV12); 629
2061 const NV12BufferInterfacex nvl2_buffer = mapped_buffer->GetNv12(); 630
2062 RTC_DCHECK(nv12_buffer); 631
2063 raw_->planes [VPX_PLANE_Y] = const_cast<uint8_t*>(nv12_buffer->DataY()); g3
2064 raw_->planes [VPX_PLANE_U] = const_cast<uint8_tx>(nv12_buffer->DatalV()); 433
2065 raw_->planes [VPX_PLANE_V] = raw_->planes [VPX_PLANE_U] + 1; 634
2066 raw_->stride [VPX_PLANE_Y] nv12_buffer->StrideY(); 635
2067 raw_->stride [VPX_PLANE_U] nv12_buffer->StrideUV(); 636
2068 raw_->stride [VPX_PLANE_V] = nv12_buffer->StrideUV(); 637
2069 break; 638
2070 b 639
2071 default: 640
2072 RTC_DCHECK_NOTREACHED() ; 641
2073
2074 return mapped_buffer; o2
2075 } £
2076 s
2077 } // namespace webrtc 645
2078
2079 #endif // RTC_ENABLE_VP9

History References

s

source.chromium.org/chromium/chromium/src/+/main:third_party/webrtc/modules/video_coding/codecs/vp9/li...

Search in (chromium/src » /.../webrtc/)

> third_party/webrtc/modules/video_coding/codecs/vp9/libvpx_vp9_encoder.cc

Find v Links ~ R

r.cc - Ck

yearch

libaom_av1_encoder.cc

x [EEE

..chromium.org/chromium/chromium/src/+/main:third_party/webrtc/modules/vi... Yt

Search for code or files

> third_party/webrtc/modules/video_coding/codecs/av1/libaom_av1_encoder.cc

Find v Links v Related filg

switch (mapped_buffer—>type()) {

case VideoFrameBuffe Type: :kI420:
case VideoFrameBuffer::Type: :(kI420A: {

// Set frame_for_encode_ data pointers and strides.
MaybeRewrapImgWithFormat(AOM_IMG_FMT_I420);
auto 1420_buffer = mapped_buffer->GetI420();
RTC_DCHECK(i420_buffer);
RTC_CHECK_EQ(i420_buffer->width(), frame_for_encode_->d_w);
RTC_CHECK_EQ(i420_buffer->height(), frame_for_encode_->d_h);
frame_for_encode_->planes [AOM_PLANE_Y] =

const_cast<unsigned chark>(i420_buffer->DataY());
frame_for_encode_->planes [AOM_PLANE_U] =

const_cast<unsigned chars>(i420_buffer->DataU());
frame_for_encode_->planes [AOM_PLANE_V] =

const_cast<unsigned chars>(i420_buffer->DataV());
frame_for_encode_->stride [AOM_PLANE_Y] = i420_buffer—>StrideY();
frame_for_encode_->stride [AOM_PLANE_U] i420_buffer—>StrideU();
frame_for_encode_->stride [AOM_PLANE_V] = i420_buffer—>StrideV();
break;

case VideoFrameBuffer::Type::kNV12: {

MaybeRewrapImgWithFormat (AOM_IMG_FMT_NV12);
const NV12BufferInterfacex nv12_buffer = mapped_buffer->GetNv12()
RTC_DCHECK(nv12_buffer);
RTC_CHECK_EQ(nv12_buffer->width(), frame_for_encode_—>d_w);
RTC_CHECK_EQ(nv12_buffer->height(), frame_for_encode_->d_h);
frame_for_encode_->planes [AOM_PLANE_Y] =

const_cast<unsigned chars>(nv12_buffer->DataY());
frame_for_encode_->planes [AOM_PLANE_U] =

const cast<unsianed charx>(nv12 buffer->DataUV());

T

A



B Case 4: Alpha Video Transmission

Solution 1: Send alpha data with H.264 SEI

Insert Alpha data to SEI

H264 Encoder | ==

H.264 Frames
with SEI

Internet

H.264 Frames
with SEI

| H264 Decoder

Extract alpha data from SEI

Not strict synchronized

>

1



B Case 4: Alpha Video Transmission

Solution 1: Store alpha data to the expanded area

Need extra metadata to record video type (normal or expanded)
Cost about 20% extra bandwidth






