WEB PAYMENTS

lan Jacobs, Dec 2020



IAN JACOBS

W3C Payments Lead
<ijo@ow3.org>



mailto:ij@w3.org

HOW DO YOU REACH WV VS WERA
CUSTOMERS?

) W3C focus is competitive Web platform

Tom Blakemore

® Sihebod Mathemalhts of Urirvernty

o
) My focus is streamlining Web-based checkout [ rom tiskemor

experiences

) This presentation draws on data from US and EU
markets (rather than to Asia markets)

) As W3C work on MiniApps progresses we may
broaden our work to more use cases




TIME IN
MOBILE V WEB

) People spend lots of time in native apps

) Time spent naturally varies by app

Minutes in 2pp vs. mobile web
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https://www.digitalcommerce360.com/2019/03/29/how-consumers-shop-on-the-mobile-web-versus-in-the-mobile-apps-of-top-retailers/
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Best Buy
) However, many people visit Web sites Wayfair
from their phone (visitors v. minutes) Nordétrom. |}

Target 245
) We want to make it easier and more g

secure for those users to complete
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Total smartphone time on average per month
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https://www.digitalcommerce360.com/2019/03/29/how-consumers-shop-on-the-mobile-web-versus-in-the-mobile-apps-of-top-retailers/

REMEMBER DESKTOP, TOO

Time spent in retail apps (US):

62%

MOBILE AV

Time spent in travel apps (US):

97%

MOBILE APP

Time spent in food apps (US):

69%

MOBILE AP

Source: comscore


https://www.comscore.com/Insights/Press-Releases/2019/12/Comscore-Releases-2019-Global-State-of-Mobile-Report

MOST REVENUE STILL FROM DESKTOP

% TRAFFIC BY DEVICE % REVENUE BY DEVICE

Desktop Tablet

Source: Wolfgang Digital 2019



https://www.wolfgangdigital.com/kpi-2019/

SUMMARY

SIGNIFICANT REVENUES DEPEND ON GOOD WEB EXPERIENCE

1 8. 6.8 6 ¢



https://www.statista.com/statistics/973413/most-important-attributes-online-shopping-shoppers-usa/

CONSUMER REQUIREMENTS

Search and navigation (easy to find

0,
products) ol

53%
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process

/ Overall speed/responsiveness of the
website

Improved product content and
information

Product ratings and reviews

v

= new browser
capabilities can help

Ability to check inventory/availability
in a local store

Reserve online and pick-up in-store

Recommendations for related products

wmproved mobile experience

Personalized experience
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https://www.statista.com/statistics/973413/most-important-attributes-online-shopping-shoppers-usa/

GOALS OF WEB PAYMENTS

) Streamline checkout
) Increase payment security and reduce fraud

) Enhance user privacy

After several years of experience, our priorities for
achieving these goals have evolved.
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SCOPE OF WORK

) ECommerce from Web sites and Web apps
) Mobile and desktop

) User can pay with native apps, Web apps, or built-in browser capabilities
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Alrbnb

Amazon
American Express
Apple

Barclays Bank
BlueSnap

Brave Software
Canton Consulting
Capital One
ChinaMobile

Coll Technologies
Conexxus
Discover
Entersekt

WPWG PARTICIPATION

Facebook

Fiserv

Google

Hedera Hashgraph
Huawel

|FSF

|SO 20022 RA

JCB

Klarna

Knowbility
Kodansha, Publishers
Lyra Network
Mastercard

Merchant Adv. Group
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Mozilla Foundation
NACHA

Netflix

Nok Nok Labs
Pundi X

Rakuten

Ripple

Samsung

Shopify

Stripe

The Clearing House
Verizon

Visa
Worldpay/FIS
Yubico



INITIAL PRIORITIES

) One click pay: streamline checkout by moving data storage (“card on file”) from
merchant to browser and payment apps in order to reduce typing and enable for “one
click pay” on the Web.

) Single buy button: for guest checkout, streamline checkout by reducing selection noise
(“NASCAR effect”).

) Payment method diversity: standards to facilitate checkout with payment apps will
iIncrease payment method diversity for Web checkout.
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PAYMENT METHOD DISCUSSIONS

) Cards (basic card, EMV® 3DS and SRC)

) Digital wallets (Google Pay, Apple Pay, Samsung Pay, Alipay, etc.)

> ACH (with NACHA)

) Open Banking (Berlin Group, STET, Open Banking UK, ISO 20022 RA)

) Streaming payments (“Web Monetization”)
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https://interledger.org/rfcs/0028-web-monetization/

GENERAL PAYMENT REQUEST FLOW

-Provide checkout page

Payee (may be a PSP)

Click buy button

P
ECaII Payment Request API >
optional :
Show-matchlng payment: handlers

>
§elect a payment handler

Launch paLent handler

. Userauthand -
* other interaction : Handler
‘< > < —p
communication
with server

4Response data afler user interaction -

Payment Request AP| Respdnse
. ¢ Z
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PAYMENT REQUEST API

@ https:/shopify-channel.ngrok.io

Order summary

Total due USD $60.00
Sub-total $55.00
Sales Tax $5.00

Shipping address m
Krystian Czesak, Shopify, 100 Charming...

Payment method

Visa ++++4242
Krystian Czesak

Contact info
Krystian Czesak

) Streamlines checkout through re-use of 1514-555-5555

krystianczesak@gmail.com

Sto red data You can manage cards and addresses in Settings.

) Consistent use experience across sites helps
speed up conversions

CANCEL
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PAYMENT HANDLER API

About Us Lontacts oSlore | rack U1 Rev‘ew your payment Lumenc y USD : .3"";_“.1'3(:.’_’ EN
PI’ES N SIUFF ' Order Summary Anvil L/S Crew Neck - Grey M x1 $1,045.00 Q C? \.:.p
»
Total due USD $1,045.00
Home Shopping Cart Checkout
Payment Pay with QR Code Choose

Checkout

You can manage cards and addresseRin Settings.

) Encourages innovation in

Payment details ’r
payment apps
Pay with Card Total
) Modal window bl e i P ALI7 054 $850.00
superior UX to redirect — -
and increases security Shering oo
Billing detalis ‘3 Total $1,045.00
First Name Last Name
First Name Last Name
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CONNECTING THE ELEMENTS

Web-based
Payment )
Z Payment Handler API g App '
Merchant
Web S|te ° Payment Request API T Browser < >
(or gateway) Proprietary Protocol Native
Built in payment
i Payment
% 4
Server of
Payment Method i ;
A
Owner
Payment server
+ Hosts payment method manifest (bank, token service provider; etc.)
« Hosts Web app manifest
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EARLY ADOPTION FEEDBACK

I Shopify ¥ [With Payment Request], the median time for buyers with
canMakePayment() = false is 3:17 whereas the median time for buyers
with canMakePayment() = true is 2:25. This is promising, as both
medians are faster than our standard checkout.” (Read more)

J. C R E W ) The firm has also sought to make it easier for consumers to convert at
checkout with the “Payment Request API” ... Wait times for checkout
on J.Crew'’s online store have decreased 75 percent from more than
two minutes four months ago, according to a J.Crew spokeswoman.”
(Read more)
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https://engineering.shopify.com/blogs/engineering/shaping-the-future-of-payments-in-the-browser
https://www.pymnts.com/news/retail/2017/j-crew-focuses-on-mobile-ecommerce/

PAYMENT REQUEST
IMPLEMENTATION STATUS

) Chrome, Edge, Safari, Opera, and Samsung Internet today ship with support for
Payment Request API. Experimental in Firefox.

) Stripe, Braintree, Facebook, WePay, Bluesnap, Paysafe,
BS Payone provide customers support for Payment Request API.
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PAYMENT HANDLER
IMPLEMENTATION STATUS

ee®0

) Chromium-based browsers ship with Payment Handler APl support (Chrome, Edge,
Samsung, Opera)

) Numerous experiments at various times, including: Barclays, Capital One, Coil, Credit
Suisse, Facebook, Klarna, Lyra Networks, Shopify, Stripe, Worldline, and Worldpay.
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APl AVAILABILITY IN CHINA

) Market share (according to statcounter):

) Mobile: 80% Android

) Desktop: 85% Windows
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https://gs.statcounter.com/os-market-share/mobile/china

EVOLUTION OF PRIORITIES

) Finalize PR API11.0: Stable implementations for multiple years in multiple browsers are used by some
merchants and payment service providers for access to native and Web payment apps.

) Current expectation is mid-March 2021

) Prioritize low-friction authentication: PSD2 requirements in Europe for strong customer
authentication and widespread adoption of Web Authentication (browsers, authenticators) have led
to a focus on streamlining authentication and supporting transaction confirmation (“dynamic linking”)

) Support frictionless risk assessment: Industry stakeholders also want frictionless risk assessment
(e.g., EMV® 3-D Secure). We want to support it in a way that protects user privacy preferences.

) Generalize in-context display: Payment app providers like the “modal window” of Chrome’s Payment
Handler APl implementation. Some have asked for that functionality available outside of a payment

app.
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https://github.com/w3c/payment-request/wiki/REC_2020_Plan

SECURE PAYMENT CONFIRMATION (SPC)

) Low-friction authentication and transaction confirmation within Payment Request API

) Browser grants special powers based on knowing “the user has taken steps to pay”:

) Fewer user gestures (lower friction) than using APIs “out of the box”

) More origins can authenticate the user compared to ordinary Web Authentication

) Read the SPC proposal from Stripe, Google, Coil
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https://github.com/rsolomakhin/secure-payment-confirmation

SPC BENEFITS

) Increases consumer confidence with biometric payment confirmation in trusted Ul
) Adds a secure, privacy-preserving payment authentication primitive to the Web

) Aims to satisfy PSD2 requirements for:
) Strong customer authentication (SCA)

) Transaction confirmation (“dynamic linking”)
) May reduce need to embed code from third parties in checkout pages

) May reduce latency and increase availability of EMV® 3DS compared to one-time password
(OTP)
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SPC MOCKUPS

@ B Mercham checkout b e

é‘ ' C 8 merchant com/can *

) (Q

T=shirt (Blue / M)
€ 2 00 Use Touch ID to verify purchase of §20,00 on merchant.com?

Verifying your putchase will charge your cand

& Mastercard 4444

44

A
Lancel

Name on card

Jane Doe

Country or ragion

Ireland

Pay $20.00 u

Mockups
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https://docs.google.com/presentation/d/1mxMyY47AL_l7_2yMnJgeCvzf1x8OsLHN7mSnEEiCZRg/edit#slide=id.g8c8398bcd0_0_1235
https://docs.google.com/presentation/d/1mxMyY47AL_l7_2yMnJgeCvzf1x8OsLHN7mSnEEiCZRg/edit#slide=id.g8c8398bcd0_0_1235
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SPC + 3DS PILOT (Q4 2020)

) Stripe pilot program hypothesis: Users will prefer Web Authentication to OTP in an EMV®
3DS step-up

) We expect some experimental data in early 2021

) If hypothesis holds, Web Payments Working Group likely to focus on SPC specification
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FRICTIONLESS RISK ASSESSMENT

) SPC is “low-friction” but industry representatives also seek “zero-friction” risk assessment

) EMV® 3DS frictionless flow implemented today likely to break due to browser privacy changes:
) 3-party cookies (e.g. SameSite by default)
) Restrictions on storage, e.g. IndexedDB, local/sessionStorage (e.g. Safari’'s Storage Access API proposal)
) Fingerprinting entropy reduction
) Cross-site postMessage

) Link decoration

) See EMVCo/FIDO note on using Web Authentication metadata for risk assessment
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https://fidoalliance.org/technical-note-fido-authentication-and-emv-3-d-secure-using-fido-for-payment-authentication/

W3C GROUPS

) Standardization: Web Payments WG and Web Authentication WG

) EMVCo, FIDO, W3C Coordination: Web Payment Security I1G

) Education and Requirements Gathering: Merchant Business Group

) More about W3C Groups
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https://www.w3.org/Payments/WG/
https://www.w3.org/Webauthn/
https://www.w3.org/SecurePay/
https://www.w3.org/community/merchantbg/
https://www.w3.org/groups/

WPSIG: EMVCO, FIDO, W3C COORDINATION

) Chartered Web Payment Security Interest Group (WPSIG) in 2019

) Published How Technologies Relate in September 2020; see press release

) Topics of interest:
) Web Authentication / FIDO with 3DS (e.g., for risk assessment or with SPC for step-up)

) Secure Remote Commerce (SRC) with Payment Request / SPC

) QR Codes (new)
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https://www.w3.org/securepay/
https://www.w3.org/TR/htr/
https://www.w3.org/2020/11/pressrelease-htr.html.en

WPSIG PARTICIPATION

Aetha HID Global Rakuten

Ailrbnb Huawel Ripple

Alibaba Infineon Reach

American Express SO 20022 RA Shopify

AssaAbloy JCB SK Telecom

Australian Payments Network Knowbility Stripe

Bank of America Lenovo StrongA uth

Brave Software | astPass Telecommunications Tech. Assn.
Capital One Line Thales Group

Certus Cybersecurity LogMeln The Clearing House

Coil Technologies Mastercard 2 Open China Ecommerce
Chase Merchant Advisory Group UnionPay

Conexxus Microsoft Verizon

Discover Netflix VINCSS

Entersekt Nok Nok Labs Visa

Global Payments Onespan Who Are You Holdings
Google PayPal Worldpay

Hedera Hashgraph Ping |dentity Yubico
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MERCHANT BUSINESS GROUP

) W3C launched a Merchant Business Group in 2020

) Mission: improve the Web for people and organizations that sell goods or services, or
accept donations online

) Activities include:

) (Non-technical) Education about Web topics relevant for merchants

) Requirements gathering as input to standardization
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https://www.w3.org/community/merchantbg/

THANK YOU!

) Questions? lan Jacobs <w3.org>
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